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m. t ±i ait m.^Mmw: t <d m xns. %> m i <^t\mm^ v-yy°t, 

^ 1 <DftM3s X Tf& 2 (D^Mib *m^X±MM 1 ©ttt^f ? «9ff#L^ 

HI 2 oj^ttfcilBffiSfc^StLfc* 1 <^)M^ i 2 (DftMcb £fflv>r_t 
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„ < & ±sa& 1 <Dmmmb±fflamz&&2ttn3<Dft&&2LTr&4<?> 
' nm.b *m^x±.mm 1 m\n* ? y -f\z x %m Lfctt* < t ±ib 

mm 2 mm* t y x n tur Lfctt* t — - c& & fr*im.-thm 2<o& 

WiXTy 7bttLX\t*&Zb *m&b't&mKffi£%&o 

[m^m 4 ] & * ¥0 8U -f & tb <D V #>r - v a >flMft flBft 

«r^T-t * t > ilBfffeSll^ilBa > T > V flMft*^sai#««r^ LT^i 

or. 
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j& $ a& $ i out* fii t , Jtia* 2 «t o r«Mt^ itv^ 
* s tt & o td§s% mm$$. tzm^x, ±i as&^a t ±ia 

&m l > gts-r & ntSMrasa t *B£ kbk-t & ^hmje^&o :/ n ^ 9 a * ♦& 
±E#£^at±, s«rs^«a**-rflt*fc±iBv f a 

£ Slf^fta t , ±SBS^^e**±IB3 > -r > ? tit **^Jt#S*^ bT^I 
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±mn m^mmm^±m^M^ * ft u x je# n»f^ t x v> & *> £ ±i as^^ 

.hfSH 1 <^&ifc£j&¥l£« 0£j&£*L&lil 1 -LIEU 2 <9Sl!fc£J& 
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<Dmm&b±WfflKK&&ZtLiz& l <d®Ml& £V?m2 ©Mt £fflv>T_tffif| 

±ffilf ^II^SK^T, _LIBS^«^ P>_h|B^¥R«r^ LT^i h flit 

suae*: zm^T±mM i ©tm^sia otwt < b i>±um2 

2 cDlt#¥^ J: 15 ft# L 1zm& b *»|BI— C* 4 tf> £ Jfctfct * £ 2 O Jtfc#^ 

9 ] »3fcl 8 joV^T. 

_h|fi£ 1 i 9 3 & £ 5 cofLm b . _hfB£ 2 

it «&9&ie t <t) n tc^jji't & m 3 ©asfcsafc^s: t > 

_LfBS^ttt'*3v>r> < *>±fE£ 1 ©iffi #k±IB£ 5 coSLSfckiiiB 

±mmm#mmw:K&^r, &n < t ±12312 v>mm mb±mm 5 oa&k 
m^mi o] »^9^i5v>T, 



fcblE# 2003-3092309 



2003-006915 ^ ^~ v : 6/ 

[If l l ] Hf#£ l 0 iz&^x^ 

ms<Dmmm^, t^±mmmmim^<ommn^m^xm^it't^m. 
_hie ^ > t y y m mm^-i m zm^x im ?^:3>f>7 unr * ±sai b# 

[If *K 1 2 ] 1 1 KiJV*T, 

wl, ±m^yT>ymmm^mt, 
±tzmm$mmm^Lx\,*& ttt^ 

[it ?m 1 3 ] if im 1 2 £*5v*t\ 

iff 3 0ifi(i, 
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i 5 ] i i K£v>-c, 

±|E«HfWWk¥«, JilBlS^fk«Hf«W«¥S, ±?B3VfV7fll«IBS 

±fB*«-l«^ffc«I^K¥Stt. 

tts*^ 1 6 ] 1 5 k&^x^ 

[»3fc£ 1 7 ] 1 5 H£V>T, 

±fa^3<^Mit#{i> 
WNtsi 1 8 ] m^m i o k#v>t, 
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[it^ 1 9 ] warn i s K*v>t\ 

2 0 ] fff&g 1 9 fcfcv*T\ 
2 1 ] mH&L 1 9 IZte^X^ 

[»3fr£2 2] Iff 3^1 8 fci5V»-C\ 

±1 BSifeSfa*** L T v * & £ i: * #fc 1" * fc-^fcJl ^tA c 
[«f*fi2 3] lt^2 2K&V>-C> 

±fB#£^g^ LTfc «9 . 

±IB#^« K j3 V* X!kJ& £ *Lfc±f B 3>f^ If 

±fBfd 1 O^Ha^MfcKJ: oT±fB1f^&gi£S^£<b*L& - fc JttWWttlr&m 
[»*^2 4] 7FIE*m?-m^«rWJi-^^*^V^->'3>1f#kfB 

m z ft & tectum v * t- a k & tt & t?*ot 
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±cflt rn.ym.mm. K&wbux^&m mm m^mmm * # £ ±ib v 

-g-JC^S $ fjl 1 Willi t > 

[0001] 
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[0 0 0 2] 

5£^gg|&$^DVD (Digital Versatile Disc t^tiDigital Video Disc) 

mvmmmfcx* i tfcw^^j £ i t^-^^t-v >> * ;v 

m%>zttft1rtirmmt%:<2X^2>o 

[0 0 0 3] 

DVD -Video Xl£^ nt^^nf^ya t LTC S S (Content Scramb 

ling System) ;6*$fcJB£*L-CV>*o C S S W\ DVD-ROM^f 7Wn® 
fflO*)6*Snr$tfCi$«9> DVD-R, DVD-RW. DVD + R. DVD + R 
WfOfflilDVDWCS S05pJM;6*CS SM&Jte£<?Tm±ZtiX\i*2>o U 
tztfoX, CS S^*C3H^Ml«SI$*tfeDVD-Video^>rtS«:fBSBaDVD 

[0 0 0 4] 

L^L^fe, cs sonff^^5:*«ftt>tL**ffl(*«5&^bfeo cssoK^ft 

£#BfeLTDVD-VideoOrt#*1W^-- KtV * 9 ten If — t& i t £nT 
ffet-fZ TDeCSSj tmtfL^yy bV*-Ttf4 Y±Xffifc£ti 
tzo TD e C S SJ OTLfcffttl^ #3fe»* ^ tLT v ^ 

wkc s s r^=f y XA^**»a«$tL3tjg«i***&o 

[0 0 0 5] 

C SSOtJC, DVD-Audio^ODVD-ROM^^fP^^^T^^C 
PPM(Content Protection for Pre-Recorded Media) , afclFKfSISfcglD VD, 

K^Mi-^^II^S^WCPRM (Content Protection for Record 



fcUSE# 2003-3092309 



2003-006915 ^ ^- v I 11/ 

able Media) 3&*JKlE$tfCv»« 0 ^ti^O^ti. V^OBf^fc^Waif 

^(ot&jtt^^raa^c/wfciiw, x a & 7*- * £ t & ~ 

0^tc|9LTf± N TIBO*#«vfcit 1 KI£93$*l> CPRMfi, ^ >f *fe y*! 1 
MfC* & mc Ent i ty, LLC^SB^I" & TfBO*** 2 ) KlftlpJ £ fl 

[0 0 0 6] 

Ewwd&fc 1 1 

1; 8. 13, p. 143-153 
[0 0 0 7] 

"Content Protection for Recordable Media Specification DVD Book'\ >f 
— %y ><URL ! http ://www. 4Cent ity. com/> 
[0 0 0 8] 
[&mm&: LrXd b~f& KJH] 

[0 0 0 9] 

* P C Ji -e^fif $ tt & r y V -> 3 v "/ n ^ ^ A & 

<7)fjt©'j^-^x>y^7'j >r^<of$j&f:ff sum*. J yfv* >9-<nm 
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p Mis x vmmM DVD^sti, mmmmmn c p r m k & ^ x & . be « 

n f ^ a xotl^^i^^ ^ i: f i i i^^^^ o /; 0 1"&;b*>, T7° 

i* m t> & w^'m$$.<DM%f x *) m^tt-h^WL t>ti, *?frb<DT-* 

t LTP C&ZVttmfrftLtzm^ik^yT-yytf TDeCSSJ <D£o%M 
[0 0 10] 

[0 0 11] 

[iFJS * 2>fz&<D ##£] 

n£.mmt, mm.w&mm^^-tm mt y v a >-it ^fflv^ais 
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^12 0 0 3-0 0 6 9 1 5 ^-v> : 

/E> o 

[0 0 12] 

£ ^T-f & Sfe** t , > x > ? * ^ t TSfcSfll t 

S£«1ttt, M5»?f&3l1t U >1f^i: ?:fflv^iiff 

o $ tt * 0 2 ofttfiti t * m ^x , it fn^a^e t 

[0 0 13] 

M2<Dm^m~ z^xmwk-r^ t^imfczzti* 
fro fcm&K&M $ tt& h 2 <7>mmm t zm v>r, t it «ygtsa t # 
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[0 0 14] 



[0 0 15] 
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[0 0 16] 

[0 0 17] 

j*r4T±KW«$*Lfc»f# (MKB) ^fA^ff;li 
#7^] ^r-->a ^Klfeif $*LTV*&#'|f$8. (t-VnM^^t-) «b p?— tfHfi t 
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n-va>v7 h y^T&, wftm&mmfcKmT&m®m^i£-z*w^'& 

[0 0 18] 

* m^lSSH^tifffc k ITOf/M y * - £fE0fel$&^ea*3#o t k 

•c t±, 'it m&mmw: &t & a > t- > y * - £ tm-t & ^ k&s $ a&i* 

[0 0 19] 
[0 0 2 0] 

tmmfr : y t-v Tfflx.ar<ix?, n*kmw : k?>t y\ : * 

y K testes: K7^^-*xH>^-7x-^ ifMy^fA : yy* 
JT*nfkir2> Ky-f yk^^. h k^Ky-f y*-*y f^f>^7x^^t 

ik-e*^o 

[0 0 2 1] 

7-yyltftk Ltv^o »;#y— ~> 3 yfitft : y-j-v TK^&ffi^SftT^ay 

7*-f T^-yn y y MKB (Media Key BlocksK IB^#@^T<^1ffft • y T 
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(O^f-f T*~ ITU 1 W«tSM«feJ&3*U <^¥!l5E#IS:K<fc 
[0 0 2 2] 

*HH©M& : A K E (Authent icat ion and Key Exchange) (■/n-bXMKB 
[0 0 2 3] 

[0 0 2 4] 

£L^££j£1-&&ife£J&3^ : !SLScl&^» (RNG : Random Number Generato 

■Cfflt^fcffiT < o»fcv**o ) 
[0 0 2 5] 

ffiM<Otm*tf ?tt-##££ : MAC (Message Authentication Code)^#^n 
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[0 0 2 6] 

<Ditm.^nt uv^o ) 

[0 0 2 7] 

f3ft^H#oft*« : ^foai-^*- (*HJfc^)R^*v»T»i, 
[0 0 2 8] 

3 ^ x > ? ffiMHHbft S/:i^>7> 7 fit *«^HiO*^ * * ft** : (12 
fM<?>ft*#£ Ltv^o tfz, *T<tTx-=--?*-\~$L<oX9 4Y)V*-* 

[0 0 2 9] 

avx>y*«*i«^fb*fett : «^'f*fc*«>ft : (SB»i$fc 

^*i.*3>'7 t >'^^r-*n>-r>^*#Hff^'fbftfc U S^^ffi^tL&nv 

Tyy*-*^>TyymWM. J %mt ltv^ 0 n>x>y*»ilWfcft*:£j& 
«jfW^bft*«#IS:> ^ > t- > y *tt3C-3ift & *NB: * *** 

a >^ ?**»«#«£ U Ifr^ffc^tLfen^^^y****^*^ 
[0 0 3 0] 

^AtfDVDfflCPRMOT-*t^f^i:ov>TSiWtSo Hi 1 fc33V»-C\ # 
RS^-t 1 x. if C P R Mm^^«L/i DVD-R/RW, DVD-RAMf 
^ffi^MD V D^f^T^U #JS^ 2 tfsfljx. tf C P RMMl:» Lfc V 
3-^=£r^U #M^3^J^fCPRM^^mmbfv:7 p lx--V^^-ro V 
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o 

[0 0 3 1] 

^IB^r^f^^O^S^^V^T, DVD^xV T l^ftrtMlfillO 1 ;- K>f 
V TCOB C A (Burst Cutting Area) £ fciiN B C A (Narrow Burst Cutting Area 
) tfoZfh&^V 7fc«\ 7 I D 1 1 >6 s fB0£*L, 'J-fM>x'J70x 

> $ £ it -? v mmr- * > k >f^7^^^ (&r> mkb 

tMH&i-) 1 2^*6|a#$ttTV^ 0 ^f^riDl lt±, ^tf^T-VT 
^.^J^ffT-V^^ l^£K^&&#-5§--tr&l)> ^xV T<OU^^- Fhv'J 
7^#-5§-^#)&£*l&o ^f-fTIDllli, ^f^T^W^^f'fT 

^MKBIi, ^fO^r^fffl. tlTlCiSO'J^-^aV (&t£Mfc) 
[0 0 3 2] 

■^ftZtifzm^k^ y-r >y 1 3 mZMZ fc&o m-Wit^^t Lt(i, C 2 (Cry 
ptomeria Ciphering) ^MiSffl £ tt<5> 0 
[0 0 3 3] 

DVD^f 'f T 1 fct± % Bf-SHfc* "f b;v^r— 1 I (Copy Control 

Information) 1 5**|B^$tL& 0 Bg-SHfc* h^-14tt, Bfr^ft$*Lfc*>f 

&o CCIli, =rkf-y-^T, nfci-yy;^ a fcf- 7 y -fon tf-flj^lf 
[0 0 3 4] 

1/3-^2 fi, tVM**- 2 1. "7°n-b^MKB 2 2, C 2_G 2 3, SLifc 
#§£112 4^ C2_E2 5, C2_G2 6fciti f C2_ECBC2 70iMf 
fc^-f^o T'V— Y3»±> 7°n>b7MKB3 2, C2_G3 

3. C2_D3 5, C2_G3 6^«tl) f C2_DCBC3 7«It«:ttS 
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o 

[0 0 3 5] 

tit k «t o r & ftfHas ifctt7 , / i ;^-'>3yy7h9x7^*#£ 

VD^f^Tl ^£>|?££*UiMKB 1 2 k-rV^**- 2 1 W 3 7o^7MK 
B 2 2 \z&\,*xmMZti& i k i o-r. 'J v a > $ ^^^-9 ^<7>«J 
^f^, 0 l/n-^2 K^t&^klWMf 7*V-t3^v»t^ MKB12 
1 t^nt^MKB 3 2 Kis^-Cff Jf£ *U y a > 

$ tt/c^ k*? ^<t)«j^& $ *l& o 

[0 0 3 6] 

$?>^> 7°n-b^MKB 2 2, 3 2 (O^rfi^fiK^X, MKB12tf/M 
^^-2K 3 l^kJ*T^7*-7& s 3¥iii3*L& 0 MKB 1 2^1:1/3-^2 
3: it -f V - V 3 <D7*'U * * - ot^?)f, $ ftfc Sr*^*^ ^> 

[0 0 3 7] 

C2_G 2 3, 3 3«\ -e-tL-^tL, ^f-f7^-^f-f7ID^i|[U 
[0 0 3 8] 

SLifc3§£f? (RNG : Random Number Generator) 2 4 tt, * >f h ;v3r-0£j& 
K5PJJH$*L* 0 SLifc3&££?2 4^«bO^^ fJV^-^C2_E2 SKXllZt^ 

VD^fV T 1 ICfBSStLSo 
[0 0 3 9] 

•7°v-^3-efi. dvd^t-v r lfrbnikZfrtzti^lkfJ 14k 
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[0 0 4 0] 

l/n-^2l:^v^li> CC I Y)l<*-t&C 2_G 2 6 K«*££ft> 

a'/f'/^^-^m^Wc 3 Vt-V^-jFC 2_ECBC2 7 K#$&£ft 
„ nvxvy^- LT3>f>7#»^b$*L4, Bff^k 3 V x W 1 3 
^DVD^f'f T 1 £fB#£ft&o 
[0 0 4 1] 

^l/-t3 ^£^TJ±> CC I Y)V*-ktfC 2 G3 6«$^ 

n :/x>y*-^2*a}£*L&o 3>tV7^f-^C2 ECBC 3 7 £>[ft*&3ft 
, DVD^f Tl^#££ft/rH&^ba>-r>^ 1 3#3^>7*-tft 

[0 0 4 2] 

^2(±. DVD^f'f7 1*f.MKB12»ffiU /n^MKB2 2}:i 
otrV^^+-2 1 iiMKB 1 2h^fU T*- ^tSo 

fziZTyV tr-isz >) 7&*MKBK iot'J SftfcfcWeSft. Ua-^ 

[0 0 4 3] 

T^-t^tC^rV TID^C 2_G 2 3 KTJtJ "f 4 TftCHfti^f-f T 
a --**-j&*«f#3ft*o a^l&^2 4"CS&£S-*S:fc*>r h^-#C2_ 
E 2 5T-Bf^k$ft> Wfritfi't h;V^r- 1 4 LTDVD^xV T 1 &~ffi#£ 
ft&o l>M-i:3^T> > ^CCI»X2_G2 6Tit#$ft 

„ ny-rV^^-^ffl^ftio 3^f>7^r-tn>f> > ^C2_ECBC 
2 7-CBf-iHfcU DVD^rV T 1 ±KH&^ffc3 >r"yy I 3 t ITCC 115 

[0 0 4 4] 
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^12 0 0 3 -0 0 6 9 1 5 ^ ^-S> 

"fV—VZ KX&ntk^MK'O^rfflH'f&o flflCMKBl 2£DVD^ 
T4 T 1 rt>t>0^ttiU ltMKBl 2^ifU ';*^-V3 

XT^f^&^tl&o l. i-^jb-t,. ~7]/-^r 3<DM%** fzlZT 

4 YlV^—bm&Zti&o * 4 f^-fcCC I 1 5 fc^C 2_ 
G3 6fcA2j$*U 3>f>7^-^tB$W 0 3>f>7^-^C2_DC 
BC3 7^A2>£^> 3>r>7^-*itfC, DVD^f'fTH^S^? 

tifzm^k^y^yy i 3 t:Mttc 2_dcbc 3 7o?»3t***fe$^o -€-0 

[0 0 4 5] 

t-V T I D#^'J VI-frtotTH T ID tm%:Z>fztb^ a\£~-ZtitzxyT- > 

y tfx § T\ n > -f > ^ <Dmi^m^umi- § & o 

[0 0 4 6] 

S2 K35\,*X. #itf4#±3SLfeCPRMl^:$iUDVD^f'f T 1 
[0 0 4 7] 

Wli c\ttfX%, loDVD YU~fA £&mZtiXT-*&&&mttgzW* 
[0 0 4 8] 
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02003-006915 ^ ^- v : 23/ 

DVD Y 5 fcOB#>f >^--7^-^4 aT?g^£*LTV*& 

o -f V?-?^ — * 4 a t±x A T A P I (AT Attachment with Packet Interface 
), SCSI (Small Computer System Interface), U S B (Universal Serial Bu 
s), IEEE (Institute of Electrical and Electronics Engineers) 13 9 4 

[0 0 4 9] 

DVD^fVTlCIt *7*<i T I D 1 1> *7*4 T^-fW ? 1 2*3 J: If 
A C C (Authent icat ion Control Code) Wtf>fB^2 ttT & 0 ACCii, D V 
D F^-f 7*4 t*^f5 t^momM^DVD^T^ T 1 iaoTl^^J:^: 
1-&7ta6fc'?-#>D VD^ T 4 7 1 KUMZ tifzT- 9 ~£&ho 
[0 0 5 01 

DVD K7^74(^ ACC 1 6 ^DVD^fV T 1 ^?>Sfl5*ffii"o DVD^ 
■r-f 7 lj&*kffi*ffi$*LfcACC 1 6^'DVD K9 >f 74 <DAK E (Authent icat 
ion and Key Exchange) 4 1 KXfr£*L& fc&K, h 5 ^fsji^&o 
h 5f±. ^tlo/cACC^AKE 5 1 KXZ)1rZ>o AKE 4 1*3 J: If 5 1 (±. 

[0 0 5 1] 

* - **M A C (Message Authent icat ion Code) 7n-;^4 2^iiF5 
2 H-e-tL-etLft*&$*L* 0 MACii7n-^4 2 is J: If 5 2 tt, AKE 4 1*3 
«£ If 5 l-C-e-tL-etL^^tLfe^^r-*^^^-^ £ Lt, ^ T*W T I D*5 J: If 
^f-f7*-yn?^ 1 2©MAC*!H|LtS7Dt^^**o MKB^f-f 
T I D<0^1£(integrity)£*X h 5 fc&K^IJB $ *l*o 

[0 0 5 2] 

MAC 4 2 33 <£ If 5 2 ^ i oT^-tL^tLff#^ tL7tMA C/&^X h 5<7)Jfc^5 

C gci" tt(f , MKBt^f^TID $ *Lfc £ * „ 

Jt^tB* t'^'fyf SW1 «J#? £ *i& o 
[0 0 5 3] 




mSESjf 2003-3092309 




mm. 2003-006915 



^-vl 24/ 



yfSWl it, DVD K7^r4^)DVD>f^ T KDmmttzitW^ 

5<^3St»^U OFFWt^i:^ h 5<9^g^#it^££ t £^LTV*;z> 
tCC I W^3>f>7^-^iaiU n^fV^^-tiHtn^fV^ 

[0 0 5 4] 

^r-v r^---^^r-?t#-7'n^^ 5 5J±, MKB 1 2b* 7*4 T I D^fA 

Ell ^^-tl/n-^f tz\ty°V-^bnUK, f/^^^f-J:MKB12 
t^^^T"^ T^r-^lt#$tL N ^-rV T*-t*T4 T I D 1 1 tfr 

it, ^Ol?-«$^(i7^^->3>V7 h -7^T^IE^^^OT^i^v^ 
[0 0 5 5] 

lenst^ ifc^ 53iao x^&mmnz titz^K it, ^^^fswi a* 

ON£tL N Bf^b/ / m^v^-^5 4 7)^^-f 7fSWl^IDTF7^y4 
fc*t LT. Bf -^fb=i >r> l 713, BSHHt * 'f h /Mr- 1 4 43 £ If C C I 1 5 
ftil&SfrU DVD^fVTl CTLT^tl-F^faii^tL&o S^B#^> Jt$e5 3 
£ J:o-r^tt^lS^$tL/c^^(i. 7>^7fSW1^0N^tL v DVD^f 
^Tl^^-etL'TtLS^^tL/cBf^kn^xV^ 1 3, m^rftfJ h;V^r-l 4 

5 xm%SZ ft, m^t i)m^r £ ft& 0 

[0 0 5 6] 

EI 3 it, 1112 l/Zyjk-fmfOP ClWDVD^f'f T^^Jfflf ^> v*t^~ 
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^Mm. 2003-006915 ^ ^~ V 25/ 

J3V>T, DVD^f-fTUs DVD ^h5t0^ff^ 
^(D^M^-To ^b5* f DVDK7'f/4t:jttU3v>>^Il3, DVD 

[0 0 5 7] 

ACC^AKE4 1i:A*?^i:*^ h 5^1631 £*U *^f5T1i, 
$(tto/;ACC^AKE5 l^^tL^o AKE 4 1 & J: 5 1 »±, SL^T"* 

b%Z>* y va LTO/U^-*4ftU /U^^DVD F^W 7*4 

t*7>5 ***^ri" * o « JcsiE^ai l * * o tzm^-x a > ^m^* if -t & o 

[0 0 5 8] 
[0 0 5 9] 

4t:MLT, DVD^f-fTH^OMKB (^^7Wo?^) 
0*aSL^*t-5 o MK B fi> O-w*?* 15©1 6-b^^**l 2 

[0 0 6 0] 

DVD K7-f/4^f y^S 4 i:^TMKB<0^7^# 0 £Bc*l'fr^ 
^T'^S 5 Ki5V»T\ /^^#0*«WI*a$Wc DVDK5^7*4li, *r 
7 7M KMKB£*X h 5^M1r Uf77'S6) o MKB£gc<& 
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*^&m 2003-006915 ^ ^- V I 26/ 

[0 0 6 1] 

^h5^DVDK7^74t:^Lt^f-f7ID^n o DVD 
K7^74^DVD^f-f T 1 KmmZtiX^&^rj T I D£1tc<$.^t£, * 
f^7°S 1 1 KiSV^T. ^t-V T I D^ilc<^tB$tt^ 0 DVDF7^7'4I^ ^ 
7*4 T I D^gc^ffillgH', /^*-£^ c 7^-* t LT^OM A CH£ft# b 
, X7"y:7 0 S 1 2 &C£^T, gc<^ai^tL/i^'7-V T I DtC^tLTMAC'litml & 

[0 0 6 2] 

h DVD K9>f 74^P)^tlRo/;MKB 1 2*5 £0^x4 T I 

Dl Ifrb^A*-*^?*-* tLXWmMACmZnfML, niMLtzMAC 
{fit DVD Yy4^4^h^fM^tzMACmt^i:m5 3-CJfcfcU W^tf— 
$tLfz%bl£, IELv^MKBi5 i^T-V T I D^^Wo/itflJ^LT. J* 4" 

Jf, MKB^i^xV T I D^^^^^^t^lJ^LT, SW1 
* 0 F F KWt^. L T^S £ *Wrt & o 
[0 0 6 3] 

XryfS 1 3 K£v>T, *^>5^DVDF7^7'4 t:Mttf©fft3>f 
>y*H#U XTy?S 1 4 K&^T, DVDK7^7'4^Hfft3>T>7 

M&3H£*l&o h 5<£>;*-7V T^~-^~^#7*n «7 ^ 5 5-Cl±, 7*^ 
^^r-56hMKBl 2^^7101 UCiot^f^ T^--^-/^ 

h/Mf- 14, CC I 1 5^f>3>T->^^-^i6^^ 
nyf ^7^-^itttDVD^f-f T 1 ^^^c^m^tL^Bf-f-'fb^VxV^ 
T^-^StU Stfr, DVD^ 7*4 T 1 ^LTfB^^tL^rrVxV^^Bf^k^ 



tbliE# 2003-3092309 



j^Mm 2003-006915 ^ ^- v : 

[0 0 6 4] 

5 3W^-^7>-^J: LT*i6^^/iMACft#'fiit &J£$cf &*T" ? 
£^ ifcL&v>i§£-ri±, 7fSW1^7-^ST 3 Ki3V*TO 

[0 0 6 5] 

Ji^LfcC P RMtli, D VD-VideoOS41M##^fT-?&& C S S t IWJ D 
/U^r-4«*ifflLTV^ 0 C S SUU1j^^^ ^.%kU®X&&'< 

ffl#-e& & DVD-CCAO^ £ ?#T ^^7'J-V7f^x7(:J:o XW)YE £ & 

mmmmTLx^&o 

[0 0 6 6] 
[0 0 6 7] 

ao»ltt^7^1--7n-^A'- h-e^^o J^TO^^i5V>T, #MF-^1 0 1** 
^^T^ifTfcT^^&^U 0 2^f'f7©F7'f7^L 

. mWM^l 0 3^K7-^7*1 0 2 h "7*-** f^>^-7x-X 10 4 



ffiSE#2 003-3092309 




#M 2003-006915 



^-v*: 28/ 



^IWI^'If^^^Ifi^^tLTv^ &OT*&& 0 > t-V T 1 0 1 Ji, fBOTlt£& 
^<0^|JB^T, ^ffiUSUE<7>kO-£%.&v* 0 ^MO 3£*K7^ 7*1 0 2 lc 

l fzimwxwt 2 ^iem $ tt-c v»s 3 ^ y v*&mz n -7 > k ^tsss t tz & 0 , is 

fca6<7)WR I TE37> VX$>2>o 
[0 0 6 8] 

K7^10 2li, K9 W -?<Ot*>H ^^r-12 1^fU *^M03 
7 h^T-V^MX^r- 13 1 *^TL-CV^ 0 y-VM7 3r- 12 1(is 
L S I (Large Scale Integrated Circuit : -j^MMMMW) l*i§IU~I£S£ ft-, ft 

i o & m&vm&m k m -r £ » # £ &s t -t £ <o x\ iem <d ? j -t > 7 £ 

[0 0 6 9] 

IH 5 iZTF-TZi K^-f 71 0 2 £«U MKBtfA^^ - 1 2 1 fc# s A 
■JjZtl, K 7 -1* 7*0 fVt 4 7. - U - v 3 > $ ^ £* 9 £ f J^i" & 7° 
n-t7MKB 1 2 2^#x.^ttrv^ 0 *7 h 1 0 3 ic&|5];f§^ 7°n-t7MK 
B 1 3 2«£e»ttTV^ 0 *^-v3 7£*L&vv^^ 7°n^r7MKB 1 

Wtfft £ *U ^ f-V 7 * - Km## <b fiX h §£1EM^& £ tl2> * 
[0 0 7 0] 

#Mff 12 3, 12 4^il) r 12 5tt, ^f^7^-Km^/^^-^a 
TMAC-(it^ti-^:-r'?)MAC?I#7"n«^7?r^tt'rtt^ 0 #BS^l 2 
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2003-006915 ^ ^- v : 29/ 

6, 12 7^^^12 81^ SUSfc#&£» (RNG : Random Number Generator) & 
^tt-TtL^-To 1 2 6 3&«a»[Ral *^|RU £L$c3&£t*l 2 7**!SU& 

Ra2*&jfcU 2 8 d*SL8cRa3*£fcj£1-&o 1 2 6. 1 

2 7. 1 2 8 14, 0UxJfLS • I 0«JftOSUfik*^»-e* 0 > 77 hSiTfcJ: ») 

o &&5&&»£#»<0^- K*^TfcLTfc&v»^ SLf&Ral. Ra2. Ra3(4. 

[0 0 7 1] 

M 0 3 T-xV T^r- Km «r/"?9 ^ - 9 t LTMA CtiL*V&-'t 
ACi#7n 7^13 3, 1 3 4*5.1:^1 3 5 a«cl&^S 1 3 6. 1 3 7^ 
XZfl 3 8^#x.^tLTV^ 0 a^MSl 3 6 3&na,»RblSr^U 
If 1 3 7**a^cRb2*^U SURfclfc&Sl 3 8^^:Rb3*^1-^)o ISLK% 
4^13 6^ 1 3 7. 1 3 8(4. illim 7 7 h 7 xTCJ: otM^H4t^ 

o 

[0 0 7 2] 

Ky^7'l 0 2 &c£v>T&j££*Ltf:Sy&£:*7. M03 fc;i3V»T£jft$ tt/cSL 
»:fcj6^3fc$it&o 1"^^*>. SLifcRalis £a%&Rbl7&ndACift#7'n ? * 1 
2 3 ££0*1 3 3£A#£*U SL^Ra2^J:tJ f ^Rb2^MACvI#-7'n>y ^ 1 
24fe±ri f 134 £ A* £ *l. SLgtRa333 i t^SLifc R b3 >6 S M A Cf#7n y * l 
25*3^1^135 £A2j£*l£o 
[0 0 7 3] 

K9>f 71 0 2©MAC»t7ny * 1 2 3 ^IflfcMA C-fiti:. 

0 3^MACif7'D^ 1 3 3# ? MltL/cMAClii£^** b 1 0 3l*I<9Jt$t 

1 3 9 iz&^X&MZtL, roof^- ^S^*lJ£$tt* 0 ii^MAC 
lit 14, eKm(Ral HRbl) i:^fB$tt^ 0 e Km () (4. ^f^74-Km?:ia 
Tig3ffirt07*-^*BiP^b , t*ii:*^LT^J5o Ral II RblOf£-5§-(4. £f!Uc 
SLiScRal^rSSU ^^SL^Rbl^SBi"^ J: "9 rooaSttiftWiiiS: 
gLtv^o JfcgtO^. -o<0» s |S|— fc2pJ5£$*i&fc, *7.M 03Ci* 
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^MM 2003-006915 ^ V 

• • 

[0 0 7 4] 

*^M0 3WMACIf^n-^ l 3 4 j&*»*LfcMA Cii*:. Vv^7*l 
0 2<0MAC»jt^n^ 1 2 4 LfcM A CjSUbff Y7 4 7* 1 0 2 rt^Jt 

$cl 2 9 fc*5V*"CJttR3*U Ho©0«*|S!|— **S^**2Rl56**t& 0 ditrOMA 
emit. eKm(Rb2llRa2)i:^|B$tt^,o Jt^tOM*. —O^^IWJ— ft 
2>b, K5 ^ 7 1 0 2 J: S M 0 3 OEIE^W J: l) , -e?T* 

[0 0 7 5] 

^^SfflSSSEtCisv^-C, Jfctfcl 3 9 ££0*1 2 9<7>M#K£^T, MACi 
Tffl— t $ *u K7^yi0 2i*J:^XH0 3 O W^OIE^tt^S $ 

3 5l^iot, 5&®<7>-tr -7 v 3 > *-eKm(Ra3 II Rb3) ^tL-TilAjft $ tl& 0 
[0 0 7 6] 

£<btc. Ji^t7t^i:^iEco^S<7)m^^ll6i3J:O f |li7^7n«-^-^- > & 
#ILT|iit^o *fiJK, 07^77^ST2 0lc23V>T. 0 3# 

K7^7'10 2 lC#frLT> 3 > KREP0RT KEY£f§fr U MK B (D^^ki^^t 
2> 0 06O^777 P ST 1 0 Ki3V>T, K9-f 71 0 2ff*T4 T 1 0 1t>£>M 
KB 1 1 2 ^{Hlt, *^M0 3^5i-T^o 
[0 0 7 7] 

F7 4 7*1 0 2 WX-t? 7° ST 1 1 Hi3V*t\ yn^MKB 1 2 2 £ 
iot^f'f T*-Km£fi-#U ^H0 3^777°ST2 1 £fcV»-C\ 
7°n«MKB 1 3 2 7*<r T^r- Km £ft#-t&o iOtWOjftS'e 

-etL-rtL^rtjgg-t^^M^^r- 1 2 l&Ji^l 3 l^J^-vaXOMIi: 
2tiX\'*2>fr&frtf£fr&&KZ otlf^tLS (HI6 4 I 0^-r^7 9 ST 1 2, 
0 7*<O7Nf7 7 P ST2 2) o 
[0 0 7 8] 

K^'fri 0 2£«fcU f ** blO 30-etLetLfi, a 
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^#02 0 0 3-0 0 6 9 1 5 ^ ^-5> : 31/ 

KEYtCtK). K^^yi 0 2^ltSLt%^l 3 6 33*0*1 3 
&j&$frfc&&Rblfca&Rb2&$E^-t-*«> 5&U K9^f/1 0 2 #y 

[0 0 7 9] 

^HO 3ii> nv> KREPORT KEiKX *) Yy4^\ 0 2 KttLX 

SLifc^^^ 1 2 6 L/cSlikRal t*^M03 ^fs^s^ - t £3S#-f 

& (Xf7/ST2 4) o i«^#>^fl4, eKm(Ral URbl) t^fB^tv^o 
e Km () (±. >T"V 7*-Km£B£-f-gtt LTffi^rtOr'-* fcif^ffrta £ 
t^LTV^o Ral II RblOlB-^-ii. £fl!lteSLafeRal«:EU ^flSKSLgcRbl 

[0 0 8 0] 

h 1 0 3*?>37> KREPORT KEYfcSttflfco F7>(^10 2li> * t ? 
yST 1 4 H33V^T, MACilfyn -^123 tf*£)&LfcMACiiieKm(Ral II R 
bl)fcSL&Ral«r*;* M0 3^36-f&o 7/ST2 5 te*3WC> > 

1 0 3f£> gtOMACli/n-^ 1 3 3 "CMACffiSrtH* U Jtttfcl 3 9 ^ 

Ifc^fcMAC^tth^S^MAC^ri*— icLfcO&l^ 0 3KJ:* 

K?>f 71 0 2 (P^fEd*^ LtzZ.tK%Z>o Xt7 7°ST2 5 K:i3»t&JfctBW> 
|g^[f|— ' C*v*$Hrfct±> 03£.fc&K9>f71 02 OfgiE/^IfcL 

[0 0 8 1] 

^M03i:i^K7^7102 <&SlEri*J&5& L xf'^ST 

2 6 K33V>T. *^H0 3^F7^f71 0 2^^> KREPORT KEY££lftU 
YUTl 0 2 OtSLSc^ifcS 1 2 4 43i^l 2 5 a f **LW^-t*SL8cRa2fc 
a^Ra3^»^^^1-^>o C<7)3v>KC)SfU> 7f77*ST 1 5 t'isv* 

miE# 2003-3092309 



2003-006915 




■C, K7-fyi0 2lt iiit>©M**^ > 1 0 3^t4o 
[0 0 8 2] 

Xr7yST2 7K^X, *7M0 3(OMACif7'n7^13 4l^ K 
7*71 0 2frh^T&^tzftM.frb** Y 1 0 T^-Km^i 

LfcMA C K X h lx^^°>^'fiteKm(Rb2 II Ra2) &H-#U SLifcRb3£: £ & 
3T> FSEND KEY£ffiv>T K7>f 7^1 0 2^*s^"r^ o 
[0 0 8 3] 

^t7 7*ST 1 6 fc£v»-C\ K7^7*10 2li, ^ M 0 3^f>l/^^>^ 
^eKm(Rb2 II Ra2) £ J: tmtfcRb3£^ h ^ g #TM A C^ffif U * X y 

7°S T 1 7 IC:J3V>T^ Jfclfcl 2 9 Ciot*^ M03 ttlo^MACt 

ifctfcO&fb, 71 0 2 K£Z>*7s MO 3 ©BK#*5& £ 

tOfc'frtefcJt, 7,7"'>7°ST 1 SK^X, MAC?If7 4 D7 7 12 5^ 
■fe y v 3 >^-eKm(Ra3 II Rb3) U £ fc. M 0 3 CTLTBaE^jS 

5&L;fc£fc£jFlM*ft£$£teU PlIE^a^TI-^o *r>a^- «U BiE 

[0 0 8 4] 

Xf'^STl 7*cfe»t*JfctStOjfe*7& , ra-—e*v^^tctt. F'7^10 2 

mMtf&ffrLtzZt *7Ft^y-mW*x b l 0 3 Cli^Wo 
[0 0 8 5] 

WH03 i±> m#L7t3W KSEND KEY iZM't & J&$Ht £ It K9>f 71 0 
2 e> ff fbW&gr L ^S** * mi- -If ft * $ tfHX , £ tfHS. o If ft £ 3feo%> r 

^-rit#^^«^> ztxwMZtTtmm^, mm^wcLfzc t zmtm ft* 

Sttflfc* £ t?BaE^T Lftfr-otz £$mir& 0 mWEtf^ET LtzWs&li, * t 
7 7°ST2 9fc*3V*T\ MACl#/n^7 1 3 5 -f 711 £ *iI<P-fe y v 

a > * - eKm (Ra3 II Rb3) (M x. 6 4 fc* y h ft ) * & o WMtf^T L & # 
o Tc^lC y V i * h $ o t'r>3>^ -eKm(Ra3 II Rb3) & & 
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2003-006915 ^ ^- v : 33/ 

[0 0 8 6] 
[0 0 8 7] 

io-c, is^w^^a s # * u ? i~ * - 1 a* irt g t & & 0 

[0 0 8 8] 

$ 5> Ky F5^10 2 5&*Jfcffc 129i:±ot^M03 e>Sff£Nfefrftlg 
itt, K7^7*l 0 2# s *;* MO 3 frbjE§L<V 7 "f -fe >X fc^frfc-t"? 

[0 0 8 9] 

THia Lfe v - ?(D-mm&m<Dmj&* m 8 -mmmv> v a - ^± 

^r - ^ffilllEC I o T41 L/:-t -r> a > ^e - K s ^ffl^t-fe^a7(C^^ h 
103lc$E^li-^>o £ fc, K^Wyi 0 2#3>'x:'y*-*ffiOfc#<0&&7' 

K s ^fflv^T*^ M0 M 0 3OTU3>f 

*E$£U V 7 4 7*1 0 2ii s m j f§r4kx>7->y**r4T 1 0 l^fE§i1-&#J&*: 

[0 0 9 0] 

Ux-fr*mj&-t& K9>fri 0 2 fcJ\ 7°n^XMKB 
1 2 2 . C 2_G 2 14 1. D E S (Data Encryption Standard) J. > ^ >J 1 
4 2. SL8&£#1 4 3. DESx>^'J^14 4«Ii*tt^o 
[0 0 9 1] 

^fV T 1 0 1 frbW&.2tltzMKB 112 £7^*^- 1 2 1 ^-/n-fc 
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^j&m 2003-006915 ^ ^- P I 34/ 

j^MKB 1 2 2 K&^xm&im&ZtKXoX^ V sj?^ — v a ttfc^i:*? 
^OllJSU^t^o 1 2 2 Kj3V*T. MKB 112 fcrV*>f;*3f 

- 1 2 1 frb*7*<( r^r-**#m$tL*o MKB 1 1 2<7)t£K K7-f7*l 02^ 

*.«M?notffc — WcLtzm^, fOf^MX^r- 1 2 1 ^F^/l 0 2 

[0 0 9 2] 

C 2_G 1 4 1 i±, ^r-V T^r-^rV T I D 1 1 1 ^SriflTU ^fV7 

^142 mT>a^-Ks Kio'-cB&^fbstLao BWko^^k it, 

flJxJfDE S CBC^e-KMHio DESx^V^ 1 4 2 
*^H0 3<7)DE Sf^ 'J 7^ 1 5 1 ic^^tL&o 
[0 0 9 3] 

tf>*>f h;i/^DESx>^'J^ 1 4 4lwX7J^tL. fjV^-^-feyy 

* 1 5 2 ^m^^tL^o 
[0 0 9 4] 

M 0 3 Ki3V>t\ DESf^'J ^15 1 K^T, ^'r/aH-K 
s Idiots 7* 4 T^--?^->e> 5 ^§-£ft-&o DESf^'J^ 1 5 2 IC&V> 
t\ >r> a - K s i: i o t ^ h J^-^f $ tiS e *T<<Ta-—-9 
^-33*0^ MV3r-# s C 2_E 1 5 3 K'&l&StU ?4 h T 
a--^^r-*«fflUC 2 KioTflf-iHfcStL&o BgHHfc*^ h/U*- 1 1 4 
J&M fVTlOl KfE#£ tL& 0 

[0 0 9 5] 

*7 M 0 3 llj3V*Tti\ C C I t^StWi:*^ WV3r-fcri*C 2_G 1 5 

1 5 5K#*&$*U a > r > 7 ^ - t LT 7 > f > 7 «f ft ^ tL|> o flHJ" 
ftn>x>7 113^fO101 fcSB&£*L* 0 



tBSE#2 003-3092309 



^&Bl 2003-006915 ^ ^- v 

[0 0 9 6] 

7°S 2 1 ) o X&XT-yfS 2 2 ^AK E (Authentication and Key Exchange 
)fci5V>T, ±&Ltz£l%:Vtf~-?#mt K9>f/1 0 2 M 03Offl 

[0 0 9 7] 

ffiSBSEI&ffcW:. il^ONfOTV xf&mft&mz-TJ X ? <D£&mzi* 

Lt> SBflbK*^* £#L£B#K, BIE^^tLAo 

[0 0 9 8] 

EBK**Jft5&i-* t> K7-f/l 0 2 £ J: tf** M03 OW#te£v»T\ -te y 
[0 0 9 9] 

^Xf^/S 2 3 K*3V»T, ^M0 3#K7-fyi 0 2 KMLT^tV 
T^— -^^r-*5?^^o K9^f^l 0 2l±, T 1 0 1 <0*T<i T I D 

L Uf 7yS2 4) „ ^f^TID^f'fTlOl ffl-f ( 

T^---^*-^** M03 tC^$tL^ 0 
[0 10 0] 

*-f? "/S 2 7 i'^v^T. *XM03^K7^fyiO2 &c*j"LT*-f 
h;V^r-*5l^i-*o ^T77'S2 8 fciJV*"^ YUfl 0 2 MV-^r- 
Sr-b7V3^-Ks-eiif^U Wg^foLfcfiJ h/Mf-fc** H 0 3 t^SS 
If^o *XM0 3i:^V>t, -fey va >^-K s Ciot, B£*Hfc S *Lfc * 
7*4 TJx^-^^r-^i^Bt^b$tL^^^ h;V^r-^^L-ram-^$^ 0 
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^jmm 2003-006915 ^ : 

[0 10 1] 

n > f > 7 Jf - 1: i o 1 3 > f > ti^ o ^t^S2 9t: 

[0 10 2] 

H8^l/3-^o#^;tci3v^-c{i. K5'f/10 2i:M»taS![*4S 

1 4 3Mtt^^ b;l/^r-^iLtV^o L^L&/6 s <b. b 1 0 3 K 

[0 10 3] 

±^L^ffiSSSE«:ff-9 K5>f^l 0 2 tfr* h 1 0 3 t 

(i. K7^f7'l 0 2^tf#L7c^T"V T-3-^-^^r-*ffi»liE^i:oT^b 
ti-ky va >^-K s ^Kt^fiTi:*^ M03 K*K£U *^H03 

CC I t^f)i{aU;3yfV7^-^T3VfV7^tt5i^fc$tL 
[0 10 4] 

7*^-V*iJ$tSK9>f7*10 2li, 2 K 7*nWMKB 

12 2, C2_G2 141, DESx^^'J^ 1 4 2©i^|^tS, 
t-V T 1 0 1 *f>S4$^MKB 1 1 2 * 12 1 ^7*n-bXM 

KB 1 2 2 lCli3V*-Ct£#$*v&£ t£«£oT, V v a V $ fLfzfr)?*) 

mMs-e^Zo 7°n-t*MKB 1 2 2 K&v^T, MKB 1 1 2 i: W^^-l 

2 1 T fr&o 

[0 10 5] 
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C 2_G 1 4 1 li, *T<< T*-t*-r-< T I D 1 1 1 fcfciftJfU ^ 7*4 T 

* 1 4 2 m-r/3>^-Ks K ioTBf^b^tt^o Hg-^HbO 5£ t LT. 
^IxJfDES CBC^- K#WB£fr£o DESi>^ 1 J^^14 2©ffi^^ 

[0 10 6] 

^M0 3K:J3V*T, DESf^'J^15 1 K&^X, -fe 3 K 
^it*4 h/Mf- 1 1 4^C 2_D 15 3 KfeffiZti, H#-^fb*^ Ml/^r-rt*;* 
1 0 H^S4?^CC I^ S X 2_G 1 5 4 ic^^tt. n>-r>y^r-^ 

m^tt^o ^f^noi frbn*kztLfzm^\:^>T>y 1 1 3K2f^ v 



[0 10 7] 

f 7^S41) o MKBri^y ^K^ffi£*L& 0 ^<9^-r^7 0 S 4 2©AK 
EK3$^X, ±mLfz£ > >%V#-?$mt 0 2 

[0 10 8] 

H^liE^5&1-^) K?>f 7*1 0 2&£V?*X h 1 0 3 <7)M#^*5V>T, 
[0 10 9] 

^(DT.y-v'fS 4 3lCi3\/^T. 0 3/5^*7^710 2KMLX^r4 

T3.~-?*-*W:1$CtZ>o K^^yi 0 2 (i. ^fM7101Wf^TID 
L (^t-^7°S 4 4) , *T4T IDZ^r* T 1 0 l^^Sc^ffii - ( 
^f7 7'S4 5) o K7^7 < 10 2ii, ^fO^-^f^ID^ilt 
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M03 iZmmZtL&o 

[0 110] 

^Z^ ^T7^S4 7fc*3V*t\ ^M0 3 tf* K 7 >f 7* 1 0 2C^tt, Bf 
W^fhH- CC I isitne^fbaVT-v^Sr^-r^o ^T7 7°S4 8 
KiSV^T, K7^f710 2«W'f h^-l 14, CCI 1 1 5 3$£ Xfti§ 
^itu>7->y 1 13*^^710 H^V-Kt^o X-rVfS 4 9 \z&^ 
T, K7^fri 0 2im^4k9 4 h**— 1 14, CCI 1 1 5 £ X im 3 
>f>71 13 &fc<&3£&o fU, ^fy^S 5 0 KiSV^-C, Kv'f "7*1 0 2 
jWHt* -f h 114, CCI 1 1 5$$£ tflSHHfca >t>7l 1 3 

^H03 i:MLTKit^ a 
[0 111] 

h 1 0 3 lCj3V*-C, ^^f h^-#IS^$^ hM-tCCIt^ 
rr > r- > y 4r-^^46 <b *U 3 >"r > y*-*m. £ LTBf-^fLn >T ^ yi&gt. 

[0 112] 

010 ^i"7 p V'- > VO^^i3V^Tii, 0 3 iW^riktJ Y 

^ft^f^'J^C2_Dl 53^fx.tv^^\ K7^f/1 02i s mt^ 

StLfc?^ MV*-^** > i o 3 03>7>y^M©C 2_G 1 5 4 K 
ttLX*z*x.TKm]&2ti&o ttzit^ K7^7*l 0 2 |:nyf>7^-4Ig 
1C 2_G*WW\ K 7 7" 1 0 2 ^^V^T«-^$tLfe^>f hM-kCC I t 

M03OC 2_DCBC 1 5 TlZlfcMZti& 0 
[0 113] 

El 2 fi, ffiSLSJE&fr? K7^ 7*1 0 2 t*^ H 0 3 t *ffi.fr&t>*txm 
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3 >^r-K s ^fflv^-b^raTC^X M 0 3 t:^t^o ttz, Vy^yiO 

3r-K s £JBv*T** MO 3^--fe^roLT^^m^tL. *^M0 ZifiWIr^tz 

0 2 ^$e3H L> K9>f ~fl 0 2ri s B£-t4t=i>x>y £^7*-f 710 l^ffi#-f & 
m&tZtiX^&o ir^t>%, m8K7F-T±iiEL?zV^-yx^ WH03 
tcioV^T n > x > *7 flfc<7)||i&^S8t?ti> F^/l 0 2 1^ 

[0 114] 

HI 2 izmirXi^ tr^T 1 0 l#fc#£$*L;fcMKB 1 1 2 fcrW* 
^-121 t^yn-bXMKB 1 2 2C^t?li$^uti:J:or, ^ 
T3r-^ITffi£*U C 2_G 14 1 i"£v>T, 7*- £^7*4 T I D 1 1 

ESi>^'J ^14 2 tct-b-yysV^r-K s oTHf#>ffc$ tt N DESx 
v^'J^ 1 4 2 0ffi^j***.X M03ODESf^.U^151 fcaSflTSJU 
DESf7'J^15 1 lliot^rV 73.--^ 3r-ri*#ffi£ *L& 0 
[0 115] 

SkK, K^-f n 0 2 1 4 3 t:J;ot^^ b ;v *l 

> SLifcftefyl 4 3frb<D9 4 h/l/*-**** M03OC 2_E 15 3 lc#t|& 

*o W&fofJ Yfr*- 1 1 AW*7*4 T 1 0 1 ^ffiH^tl&o 
[0 116] 

*^M0 3^£>v*T> 1 7 y a >^-K s LTMACSiyn 7 ^ 1 

5 8CJ:t)CCI <DMA Cf eKs (CCI) ^ftif£*L> CCI ht^i:K7 

^/10 2-^H£*l&o 
[0 117] 

F7^10 2 H^V^T, *^H0 3^f)fttto^CC I ^^773 > 
^-Ks^itUMACifT'D^ 157l:iOCC IWMACfeKs ( 
CCI) *«tHt$*U *XM0 3*?>^tIRo^MACii: fcfcfcjfclfcl 5 9 
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[0 118] 

frofcSfrfrli, CC I ttSfcg%$*L;fcfctf>fc*fcU X^7f SW2*0FFL 
[0 119] 

K7^71 0 2 fc*5V*t\ *^M0 3^^1tHof;CC I h * >f h ;V#- 
t#*C 2_G 1 4 5 K£tf&£*U 3Vf>y+-**iffi$^o n^T-^y*- 
^DE S^>^ V "7°* 1 4 6 fc^j&Sti^ ^r/3^-Ks?:|HT, 3 > 
7->^4r— **BiHHb$*t^> 0 BHMt3>7- MO 3 ODE St* ^ 

'j ^156 mea&3*L& 0 

[0 12 0] 

DE Sf^ U 7"? 1 5 6TMr? v a >^-K s LT^-£*tfcrr >T > 

y^—tfC 2_ECBC 1 5 5K#I&£*U n y-f>y^-~^mt LT3>t> 
y«-5Ht£*L&o Bf-5Hfc3>:r>y 1 1 3**K9>f ^1 0 2^$sM£*U K7 
-f7*l 0 2ia-5t^f^7 1 0 1 £hB^£*l& 0 
[0 12 1] 

£33, HI 1 2 fc^-V3-$a-j3V>T«U i"ff^-* t K5>fri0 2Oa, 
4 3 i:io«$titv^ 0 L^L&^ib. *7H0 31PJJ^Li5: 

^cte. &MZfi1z9'( h/Mr-**** hi 03^f>K9'f^l 0 2^n>7> 
y*-§Ej&<Otz*b<DC 2_G 14 5 tCJt LT<g3@6$tL* 0 
[0 12 2] 

HI 1 3 «\ 1/ n - y<DM<D£MmmK £ & 3 > yBflH^O^JH*^ & O 
-e*&o S30^ *^H0 3*&®R:fcWS£T*7*-f T 1 0 i_lomkb^ 
Sc^m^tt^ Uf7^S 6 1) o ^Wf^S 6 2 0AKEH 
isv^T. yjj?-*#8Ifc K7^yi0 2t^M0 3 0ffi£S8iEiMfc&*fcS*L 
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[0 12 3] 

SMfoWKSir*-**:, K9>f :/ 1 0 2 ££t>**X h 1 0 3 OM^is^T, -fey 
[0 12 4] 

&<DXtV7S 6 3 lC;fcv*T, *^M0 3^7^ 71 0 2 ^Lt^f-f 
T-3---**-&3£fci-&o K7-^7'10 2li, ^T-VTl 0 \<D* 7*4 T ID 
&->-*L Ut^S 6 4) „ ^f^7ID^f^710 lJ&»fc»*ffi-*- ( 
^r^S6 5) o YJJ-f 1 0 2i±, ;*tM 7*-£;*tV T I D^ift 

7=-^ T^---^^r-^X M03 iZ&mZtl&o 
[0 12 5] 

^r^T'S 6 7 K&^T, ^H0 3* s K7-m 0 2 Kfcj-LT^-f 
M 03 KtR&t&o M03 fc:33V*t\ ^r/a >^Ks tio 

[0 12 6] 

^t-^T^S 6 9 fcjSV^T. ^H0 3^K-7^"7'1 0 2 WltCC 
I*^l4o CC KD&gAsZmMir&tzlbtZCC I<DUUT-*t t 

TtfI$^MAC«eKs (CCI) fcttin ItKlt^o Ky^n 0 2 1: 

£v>t. cci^r^iv^^iit, b^-fccci*f>3>f 

TV? SI OlC&v^T. *^H0 3^F9^n 0 2WLtn>f>7+- 
^S^-f-^fc^ ^7y7*S7 1(:i5V>T, K?>f 7*1 0 2 **H&^b$*t^:=r >T 

yy*-*** M03 kss&o 

[0 12 7] 
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^x^^S 7 2 Hi5V^r. *^M 0 3^ YyJ-fl 0 2 }:MLT> Hff^ffc^ 

CC HMf^f T 1 0 1 iZftLXtzmZtiZo 
[0 12 8] 

7*102 K&^X, K7i7f^aoT3>t>7^-^^tl.(Ot% 
[0 12 9] 

[0 13 0] 

JhafcLfc&l!fc*5v*T*:l\ f f^lilM tLTCPRMiJitFCPR 
OTn^^^^o fllx-tf. #0B2OOl-352322-^grtRfc*3V>Tlft£$*L* 

v v -mm(Dm^mmz&^<mmmmwm^nLxmmnmx^^o ttz 
^f^ti^mmttzitm±m^^^^^T^i,zMLxi>ci(D^m^Mmir^^t 

[0 13 1] 
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*^>f T±fcffi»3*Lfcftfl|# (MKB) t&7*;*4 Xttzii 

[0 13 2] 

fttzm^rit^^T-yy^ TDeCSSj <D£ o ftj|RV7 h *iT£ J: 

*u $ t y r • a >"f v y t tt 3 tf - m m<nffl}fr& ^Wtm xMMtf 

[0 13 3] 
[0 13 4] 
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Z> o 

[HI3] 

0 2<av*-r-MC:fett&DVD K7^7 4^3it>^^ h 5 O^SO^JHISTm^ 

1-&£#on&$§i0-e£&o 

[04] 
[0 5] 

ime] 

[0 7] 
[0 8] 

<D—m £ yn y * HI "Cab & o 
[0 9] 

imi o] 
[mil] 
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1 • • • DVD^ 7*<i 7, 2 • • ■ V3-^ 3 • • .• -7*V— Y % 4 • • • D V 
DF^y, 4a- • • >f ^^7i-^ 5 • • • K 1 1 • • • * 
7 I D, 1 2 • • • *7*-f (MKB) , 1 3 • • • Hf-*Hfc xr > -f 

yy\ 4 2, 5 2 • • • MACi#7n«^, 4 6 • • • tVnM *3r-. 4 6a 

• • • rs^4 X*-<Dm^rU, 4 7 • • • DESxv^'J 4 8- • - ^ 7* 
^7^-?^^^^, 4 9, 4 9 a- - • DESxy^'J^, 49 
b • - • DESf^'J^, 53 • • • MAC£Jfc$£t&Jfctfc, 5 4 • • • Hff^ 
ft/g^^a-A/, 5 5 • • • ^f^ax-^^-iirny^, 101 • 

• • 7. 10 2- • • K9>f 7\ 103- • 104- • • >f f 
?-7x-^ 1 2 1 • • ■ K5'f'/©W^*-, 1 2 2 • • • 7*n-b7M 
KB, 123, 124, 125 - •• f<DMA CffiM^U y?^ 12 6, 

1 2 7, 1 2 8 •• • K9>T:7©SLffc!&&», 1 2 9 • - • Jfcgc, 131 •• • 
hOW^^r-, 1 3 2 • • • yn-b^MKB, 133, 134, 135 

• • • h<?)MACtfyn y 136, 137, 138 - • • h OSL 
8cf&£3^ 139 • JttfiU 14 1, 1 5 4 • • • C 2_G, 14 2, 144 

• • -DESx^'J^ 14 3 • • • aafc§&£#> 15 1, 15 2, 156 

• • • DESf^'J^, 1 5 3 • • • C2_E. 1 5 5 • • • C2_EBC. 
1 5 7, 1 5 8 • • • MACI#/n y ? % l 5 9 • • • JttR 
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[HI6] 



K5-f ?1 02 







REPORT KEY(MKB) k^STIO 






*tV7*— Km^ftg: K^STII 




r ST12 



Yes 



RECEIVE (Rb1, Rb2) 1 






RETURN | 
(eKm(Ra1 ||Rb1), Ra1 ) | 




r 


RETURN (Ra2 f Ra3) I 






RECEIVE 1 
(eKm(Rb2 || Ra2), Rb3) | 




L ST17 



-ST14 



ST16 



Yes 



ST18 



(eKm(Ra3 || Rb3) 



RETURN (It-) r^ST19 
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REPORT KEY (M KB) J> 








Yes 


r ST22 


r 



SEND KEY(Rb1 , Rb2) 1 






REPORT KEY 1 


(eKm(Ra1 || 


RbD, Ral) | 




f ST25 



Yes 



REPORT KEY(Ra2 T Ra3) \ 


i 


! 


SEND 


KEY | 


(eKm(Rb2 || 


Ra2), Rb3) | 




•ST27 
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(eKm(Ra3 II Rb3) 
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